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SAFEGUARDING PERSONAL DATA:
INTERNATIONAL COLLABORATION AND
SHARING OF DATA ON HEALTH RESEARCH
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The era of omics data and computing
has opened and will still open new
possibilities for analyzing health data
to search for disease mechanisms and
evaluate treatment. Biomedical and
biological data need to be linked to
information about the person from which
it originates, in order to achieve its full
potential for research and evaluation of
treatment. The basis for using such data
and biological material is an informed
consent from the who provides
the data and agreement between the
researcher and the person providing the
data and material, with regard to what it
will be used for, as well as how the data

Medical research and researchers,
and maybe more in the cancer field
than in other disciplines, constitute an
international collaborative endeavor
where networks across national borders
are fundamental. This raises issues on
how data regarding the individual can
be protected in accordance with rules
between the researcher and participant
agreement is the law in the country where
the agreement was made and signed.
Care must be taken to protect personal
data and the identity of the person
signing into a clinical trial. Combining

with other data, e.g. socioeconomic
information, the risk of inadvertently
being able to identify a person rises.

The differences on safeguarding
data in different legislations within
and between the EU and the US have

had several implications. The basis
in the EU is the GDPR (General Data
Protection Regulation)' that went into
effect in 2018. A fundamental challenge
is the statutory conflicts between GDPR
and the legislation of other countries.
For example, US federal institutions are
protected by sovereign immunity with
the implication that non-US citizens
cannot sue such institutions in case of

illegal use of their data.®

The collaboration between national
institutes of health and EEA countries
is immense; in 2019 there were 5000
ongoing projects, of which 100 were of
Norwegian origin. *> While these proj
are affected, some that do not require
new data transfers have still been able
to finish. What is perhaps more serious is
the inability to find transfer mechanisms
for new research projects.

The Schrems II judgement in the
European court and new guidance from
the European Data Protection Board
have added both clarity and complexity
to the challenges. The Norwegian
research infrastructure for health data,
“Helseanalyseplattformen”,® that had
intended to use an American cloud-
based sohation is currently put on pause
as a consequence of the incompatibility
between US and European legislations.

The implications for the long research
ties between the EU and the US are
disturbing and has resulted in a joint
report and statement from three
umbrella tions of academies of
sciences, European Academies of Science

Advisory Council (EASAC), Federation
of the European Academies of Medicine
(FEAM) and All European Academies
(ALLEA).”

During the last years, there is an
should be published along with the paper
itself. In this context, it is important to
remember that the regulations governing
EEA area are those of the GDPR and not
those of the country of the editorial office.>

Traditionally, genomic data have
attracted most focus when it comes to be
data. Proteomics data have to a large
degree been entered into open and
accessible databases. However, with
refined and improved tools for analyses,
a discussion is emerging on how to
safeguard personal data also when
using this technology since “Plasma
proteomes can be re-identifiable and
potentially contain personally sensitive
and incidental findings” as to whether
also proteomics data need to be treated
more in line with genetic data. 2

Safeguarding personal data is important
and the basis for trust between patients
and researchers and need to be guarded
carefully. The solution lies with the
politicians to find agreements that
balance personal data protection
and advancement of science. Such
advancement is a basis for health care and
welfare of their citizens and occurs in a
process which also involves international
collaboration. =+
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